Minimum Standards for Privacy and Security of Student and Employee Data New
Hampshire Department of Education

L. Purpose & Applicability

A. This document defines minimum standards (“Standards™) for the privacy and security of student and
employee information for Local Education Agencies (“LEA”) that the Department is required to
establish according to New Hampshire Revised Statutes Annotated (RSA) 189:66, V.

B. These Standards apply to “Student Personally-Identifiable Data” and “Teacher
Personally-Identifiable Data” (RSA 189:65), as well as “Covered Information” (RSA 189:68)
handled by LEAs in both electronic and physical formats. Unless otherwise noted, the terms
“Covered Information” shall include Student and Teacher Personally- Identifiable Data throughout
this document.

C. All LEAs under the purview of the New Hampshire Department of Education are required to
implement these Standards.

II. Minimum Privacy and Security Standards

These Standards have been developed from a subset of basic and derived security requirements from
National Institute of Standards and Technology Special Publication 800-171 Revision 1, “Protecting
Controlled Unclassified Information in Nonfederal Systems and Organizations.” More information
about each security standard can be found at the reference listed from NIST SP 800-171. LEAs are
encouraged to review and incorporate additional security requirements from NIST SP 800-171, as
appropriate.

A. Access Control

1. Limit system access to authorized users, processes acting on behalf of authorized users, and
devices (including other systems). (NIST SP 800-171: 3.1.1)

2. Limit system access to the types of transactions and functions that authorized users
are permitted to execute. (NIST SP 800-171: 3.1.2)

3. Employ the principle of least privilege, including for specific security functions and
privileged accounts. (NIST SP 800-171: 3.1.5)

4. Limit unsuccessful logon attempts. (NIST SP 800-171: 3.1.8)

5. Employ cryptographic mechanisms to protect the confidentiality of remote access sessions.
(NIST SP 800-171: 3.1.13)

6. Authorize wireless access prior to allowing such connections. (NIST SP 800-171: 3.1.16)



7. Protect wireless access using authentication and encryption. (NIST SP 800-171: 3.1.17)

B. Awareness and Training

1. Ensure that managers, systems administrators, and users of organizational systems are made
aware of the security risks associated with their activities and of the applicable policies,
standards, and procedures related to the security of those systems. (NIST SP 800-171: 3.2.1)

2. Ensure that personnel are trained to carry out their assigned information security-related
duties and responsibilities. (NIST SP 800-171: 3.2.2)

C. Audit and Accountability

1. Create and retain system audit logs and records to the extent needed to enable the
monitoring, analysis, investigation, and reporting of unlawful or unauthorized system

activity. (NIST SP 800-171: 3.3.1)

2. Ensure that the actions of individual system users can be uniquely traced to those users so
they can be held accountable for their actions. (NIST SP 800- 171: 3.3.2)

D. Configuration Management

1. Establish and maintain baseline configurations and inventories of organizational systems
(including hardware, software, firmware, and documentation) throughout the respective system
development life cycles. (NIST SP 800-171: 3.4.1)

2. Establish and enforce security configuration settings for information technology products
employed in organizational systems. (NIST SP 800-171: 3.4.2)

3. Restrict, disable, or prevent the use of nonessential programs, functions, ports, protocols,
and services. (NIST SP 800-171: 3.4.7)

E. Identification and Authentication

1. Identify system users, processes acting on behalf of users, and devices. (NIST SP
800-171:3.5.1)

2. Authenticate (or verify) the identities of users, processes, or devices, as a prerequisite to

allowing access to organizational systems. (NIST SP 800-171: 3.5.2)

3. Enforce a minimum password complexity and change of characters when new passwords are
created. (NIST SP 800-171: 3.5.7)

F. Incident Response



1. Establish an operational incident-handling capability for organizational systems that includes
preparation, detection, analysis, containment, recovery, and user response activities. (NIST SP

800-171: 3.6.1)

2. Track, document, and report incidents to designated officials and/or authorities both
internal and external to the organization. (NIST SP 800-171: 3.6.2)

G. Maintenance
1. Perform maintenance on organizational systems. (NIST SP 800-171: 3.7.1)

2. Provide controls on the tools, techniques, mechanisms, and personnel used to conduct system
maintenance. (NIST SP 800-171: 3.7.2)

3. Ensure equipment removed for off-site maintenance is sanitized of any Covered Information
in accordance with NIST SP 800-88 Revision 1. (NIST SP 800-171: 3.7.3)

H. Media Protection

1. Protect (i.e., physically control and securely store) system media containing Covered
Information, both paper and digital. (NIST SP 800-171: 3.8.1)

2. Limit access to Covered Information on system media to authorized users. (NIST SP
800-171: 3.8.2)

3. Sanitize or destroy system media containing Covered Information in accordance with NIST
SP 800-88 Revision 1 before disposal or release for reuse. (NIST SP 800-171: 3.8.3)

4. Control access to media containing Covered Information and maintain accountability for
media during transport outside of controlled areas. (NIST SP 800-171: 3.8.5)

I. Personnel Security

1. Screen individuals prior to authorizing access to organizational systems containing
Covered Information. (NIST SP 800-171: 3.9.1)

2. Ensure that organizational systems containing Covered Information are protected during
and after personnel actions such as terminations and transfers. (NIST SP 800-171: 3.9.2)

J. Physical Protection

1. Limit physical access to organizational systems, equipment, and the respective operating
environments to authorized individuals. (NIST SP 800-171: 3.10.1)

2. Protect and monitor the physical facility and support infrastructure for organizational



systems. (NIST SP 800-171: 3.10.2)

K. Risk Assessment

1. Periodically assess the risk to organizational operations (including mission, functions, image,
or reputation), organizational assets, and individuals, resulting from the operation of
organizational systems and the associated processing, storage, or transmission of Covered

Information. (NIST SP 800-171: 3.11.1)

2. Scan for vulnerabilities in organizational systems and applications periodically and
when new vulnerabilities affecting those systems and applications are identified. (NIST

SP 800-171: 3.11.2)
3. Remediate vulnerabilities in accordance with risk assessments. (NIST SP 800-171: 3.11.3)

L. Security Assessment

1. Periodically assess the security controls in organizational systems to determine if the
controls are effective in their application. (NIST SP 800-171: 3.12.1)

2. Develop and implement plans of action designed to correct deficiencies and reduce or
eliminate vulnerabilities in organizational systems. (NIST SP 800- 171: 3.12.2)

3. Monitor security controls on an ongoing basis to ensure the continued effectiveness of
the controls. (NIST SP 800-171: 3.12.3)

M. System and Communications Protection

1. Monitor, control, and protect communications (i.e., information transmitted or received by
organizational systems) at the external boundaries and key internal boundaries of organizational

systems. (NIST SP 800-171: 3.13.1)

2. Deny network communications traffic by default and allow network communications traffic
by exception (i.e., deny all, permit by exception). (NIST SP 800-171: 3.13.6)

3. Protect the confidentiality of Covered Information at rest. (NIST SP 800- 171: 3.13.16)

N. System and Information Integrity
1. Identify, report, and correct system flaws in a timely manner. (NIST SP 800-171: 3.14.1)

2. Provide protection from malicious code (i.e. Antivirus and Antimalware) at designated
locations within organizational systems. (NIST SP 800-171: 3.14.2)

3. Monitor system security alerts and advisories and take action in response. (NIST SP 800-171:
3.14.3)



4. Update malicious code protection mechanisms when new releases are available. (NIST
SP 800-171: 3.14.4)



